OueHouYHble maTepuanbl npu hopMmupoBaHUM paboymx nporpamm
aucumnnuH (moaynemn)

HanpaBneHue noaroToBKu / cneunanbHOCTb: NMHOOPMAUMOHHAA BE3OIMNACHOCTb
ABTOMATU3NPOBAHHBLIX CUCTEM

Mpodunb / cneumanmsauma:  BesonacHOCTb aBTOMATU3UPOBAHHbBIX CUCTEM Ha TpaHcnopTe
OucumnnuHa: MeToabl 1 cpeacTBa KpUNTorpagMyeckon 3aLmnTbl MHGOpMaLmK

PopmMupyemMblie KOMMNETEHLUUN: OlK-10
1. Onucanue n0Ka3aTenel7|, KputepueB M LWWKan oueHnBaHuA KOMneTeHLl,VIﬁ.

Mokasatenu u Kputepumn oueHmnBaHusa KoMneTeHumin

Ob6bekT YpoBHM CHOPMUPOBAHHOCTU KOMNETEHLMI KpuTtepuii oueHnBaHus
OLLEHKM pes3ynbTaTtoB 06y4YeHus
Obyvarowuincs Hun3kmin ypoBeHb YpoBeHb pe3ynbTaTtoB 06yyeHus
lMoporoBbin ypoBeHb He HWXe NoporoBoro

[MOBbILLEHHbIN YPOBEHb
Bbicokunin ypoBeHb

LLIkanbl oueHMBaHUA KoMNeTeHUnn npu caadve aKk3amMmeHa

HocTurHyTbin Xapakrepuctvka ypoBHsSi COOPMUPOBAHHOCTHU LWkana oueHvBaHus
YPOBEHb KOMMeTeHL M Ok3ameH
pesynbTarta
obyueHusa
Hwnsknin Obyuatowuincs: HeynosneTBopuTENbHO
YPOBEHb -00Hapyxun npobenkl B 3HaHWAX OCHOBHOIO y4ebHO-MPOorpaMMHOro
matepuana;

-AOMYyCTWUM NPUHLMNMAIbHBbIE OLIMOKN B BbINOMHEHUN 3a4aHUN,
NpeayCcMOTPEHHbIX NPOrpaMMoi;

-HE MOXET NPOAOIKUTE OOYYEHME UMK NPUCTYNUTB K
npoheccroHanbHol AesTeNbHOCTM MO OKOHYaHUM nporpammel - 6e3
JOMOSTHUTENbHBIX 3aHATUIA MO COOTBETCTBYIOLLEN ANCLMMNUHE.

MoporoBkbin Obyvatowuiics: YOoBneTBOpUTENbHO
YpPOBEHb -0OHapyXun 3HaHWe OCHOBHOTO y4ebHO-NPOrpaMMHOro matepuana B

06BbEMe, HeoOX0AMMOM ANs fanbHenwen y4ebHoM 1 NnpeacTosLen

npodeccnoHanbHON OeATENBHOCTY;

-CNpaBnsieTcs ¢ BbIMNOMHEHMEM 3aaHuin, NpeayCMOTPEHHbIX

nporpaMmonm;

-3HaKOM C OCHOBHOWN nuTepaTypon, peKOMeHAOBaHHOW paboyen

nNporpaMmon AUCLMNIINHBI;

-0OMNYCTUIT HETOYHOCTY B OTBETE Ha BOMPOCHI U NPU BbINOMHEHUMN 3a4aHUN

no y4yebHO-NporpaMmHOMY Matepuany, Ho obnagaeTt Heob6xoaMMbIMU

3HaAHUAMW AN UX YCTpaHEeHUs NoJd PYKOBOACTBOM NpenogasaTens.

[NoBbILLIEHHbIN Obyvatowuiics: XopoLuo
YpOBEHb - 0OHapyXun NonHoe 3HaHWe y4ebHO-NpPorpaMMHOro MaTepuana;

-yCMEeLIHO BbINOMHWI 3a4aHus, NpegycMOTPEHHbIE NPOrpamMMONn;

-yCBOWJT1 OCHOBHYIO MTEpaTypy, PEKOMEHO0BaHHYK paboyen

NporpaMmown AUCLUMNIINHBI;

-rokasan CMCTeEMaTMYECKUA XapakTep 3HaHWUA y4eBHO-NPorpaMmmMHOro

MaTepuana;

-CNocoBeH K CaMOCTOATENBHOMY MOMOSIHEHMIO 3HAHUIN N0 y4ebHO-

nporpaMMHOMy Matepuany 1 o6HOBMNEHMIO B Xo4e AanbHenwwen y4ebHom

paboTbl 1 NpodeccnoHanbHON AeATENbHOCTH




Bbicokuin
YPOBEHb

Obyuatowuincs:

-0OHapyXun BCECTOPOHHUE, cucTemMaTnyeckne u rnybokme 3HaHus
y4ebHO-NporpaMMHOro marepuana;

-ymeeT cBO6OAHO BbINOMHATE 3a4aHud, NpeayCMOTPEHHbIE NPOrpamMmmon;
-03HaKOMUICA C AOMNONHUTENBbHON NNTEPaTYPOU;

-yCBOMIT B3aUMOCBSI3b OCHOBHbIX MOHATWI OUCUUMIIMH U UX 3HAYeHne O5is
nprobpeTeHnsi npodeccum;

-NposIBUN TBOPYECKME CNOCOBHOCTU B MOHMMaHUK y4ebHO- NporpaMmMHOro
MaTepuana.

OTnunyHo

Lkanbl oueHnBaHNA KOMNETEHUMIN Npy 3aLnTe KYpCOBOro NpoeKkTa/KypcoBon paboThl

JocTurHyTein
ypOBEeHb
pesynbTata
00y4yeHus

XapakTepucTuka ypoBHS CChOpMUPOBAHHOCTM
KOMMeTeHLMn

LLkana oueHnBaHUs

Huskunn
YPOBEHb

CopaepxaHue paboTbl He yaoBneTeopsieT TpeboBaHMAM, NpeabsBseMbIM K
KP/KI1; Ha 3awuTe KP/KI oby4yatowmncs He cMor o6ocHOBaTh pesynbTaThl
npoBeAeHHbIX pacyeToB (MccregoBaHuin); uenb KP/KIM He gocTturHyTa;
CTpyKTypa paboTbl HapylwaeT TpeboBaHNsi HOPMATUBHbLIX JOKYMEHTOB;
BbIBOAbl OTCYTCTBYIOT UMM HE OTpaXatoT TEOPETUYECKMNE MOSIOXKEHNS,
obcyxgaeMble B paboTe; B pabote MHOro opdorpadmnyeckmx owmobok,
onevyaTok M ApYyrmx TEXHNYECKMX HeJOCTaTKOB; A3blK HE COOTBETCTBYET
HOpMaM Hay4HOro CTUIIS Peyn.

HeynoBsneTBoputensHO

MoporoBbIn
YPOBEHb

CopepxaHve paboTbl yaosneTsopsieT TpeboBaHVAM, NPeabABNSEeMbIM K
KP/KI; Ha 3awmuTe KP/KI oby4yatowmincs He cmor 060CcHOBaTh Bce
pes3ynbTaTtbl MPOBEAEHHbIX pac4eToB (nccnegosarui); 3agaydm KP/KI
peLleHbl He B MONIHOM obbeme, Lernb He JOCTUIHYTA; CTPYKTypa paboThbl
oTBeyvaeT TpeboBaHNSAM HOPMaTUBHbBIX AOKYMEHTOB; BbIBOAbLI MPUCYTCTBYIOT,
HO He MOSTHOCTbLIO OTpaXKalT TEOPETUYECKME NOMNOXEHUS, 0b6CyKaaemble B
paboTe; B paboTe npucyTCcTBYIOT opdhorpadnyeckme owmnbKn, oneyaTku;
A3blK COOTBETCTBYET HOPMaM Hay4HOro CTuns peuw; npm 3awmte KP/K
obyvaroLwumica nsnaraet MaTepuan HenosiHO 1 AoMNyCcKaeT HETOYHOCTU B
onpegeneHnn NOHATUM Unn hopMynUpPOBKE NPaBWM; 3aTPyaHAETCA UK
OTBEYaeT He NPaBUIIbHO Ha MOCTAaBMIEHHbIN BONPOC

y,D,OBJ'IeTBOpVITeJ'IbHO

[NoBbILLIEHHbIN
YPOBEHb

CopepxaHue paboTbl yaoBneTBopsaeT TpeboBaHMsAM, NpeabsBNSEMbIM K
KP/KIT; Ha 3awmTe KP/KIT o6yyatowuiicss cmor o6ocHoBaTh BCe pe3ynbTaThl
npoBefeHHbIX pacyeToB (uccnegosaHuin); 3agayun KP/KI pelueHbl B NonHOM
obbeme, uenb JOCTUTHYTA; CTPYKTypa paboTbl oTBeYaeT TpeboBaHNAM
HOPMAaTUBHbIX JOKYMEHTOB; BbIBOAbI MPUCYTCTBYIOT, HO HE MOSIHOCTLIO
OTpaXkarT TEOPETMYECKME NoNnoXeHus, obcyxaaemble B paboTte; B paboTe
NpakTU4eCcKM OTCYTCTBYIOT opdorpadmyeckne owmnbkm, onevaTtku; a3blk
COOTBETCTBYET HOpMaM Hay4yHOro ctuns peun; npu 3awmte KP/KI nonHo
obyvarwuinca nsnaraet marepuarn, aeT npaBuUbHOE onpeaeneHue
OCHOBHBbIX NMOHATUN; 3aTPYAHAETCH UM OTBEYaeT He NpaBUIbHO Ha
HEeKOTOpble BOMPOCHI

XopoLuo

Bbicokuin
YPOBEHb

CopepxaHue paboTbl yaoBneTBopsaeT TpeboBaHMsAM, NpeabsBNSEMbIM K
KP/KIT; Ha 3awmTe KP/KIT oby4vatowmiics cmor o6ocHoBaTh BCe pe3ynbTaThl
npoBefeHHbIX pacyeToB (uccnegosaHuin); 3agayun KP/KI pelueHbl B NonHOM
obbeme, Lenb 4OCTUMHYTA; CTPYKTypa paboTbl oTBeYaeT TpeboBaHUsAM
HOPMAaTUBHbLIX JOKYMEHTOB; BbIBOAbI MPUCYTCTBYIOT M NOSTHOCTBLIO OTpaXatoT
TeopeTuyeckme nosnoxeHusi, obcyxgaemole B pabote; B paboTte
OTCYTCTBYIOT opdorpachmyeckmne owmnbKn, oneyaTku; a3blik COOTBETCTBYET
HOpMaM Hay4Horo ctuns peuu; npu 3awmte KP/KI obyvatowmiics nonHo
n3naraeTt marepuar, JaeT NpaBuUITbHOE OnpeaenieHne OCHOBHBIX MOHATUN;
YETKO M rPaMOTHO OTBEYaeT Ha BOMPOCHI

OTnunyHo

OnuncaHue WwKan oueHMBaHuUs
KomneTeHUnn oby4atoLerocsl oLeHmBaeTcsl cneayowmm obpasom:

MnaHMpyemsbiii
YpOBEHb
pe3ynbTaTtos
OCBOEHUS

CopepxaHue LwKanbl OLeHMBaHUs

OOCTUrHYTOrO YPOBHS

e3ynbTata oby4yeHus

HeyaooBneTBoputensHo
He 3a4yteHo

YAoBneTBOPUTENBLHO
3ayTeHo

Xopouo
3a4yTeHo

OTnnyHo
3a4yTeHo

3HaTb

HecnocobHocTb
obyuatoulerocs
CaMOCTOATENbHO
NpPoAEeMOHCTPUPOBAaTL

O6yuvatowuics
cnocobeH
CaMOCTOATENBHO
NpPoOAEMOHCTPUPOBaTb

O6yuatowuics

OEMOHCTpUpyeT

CNOCoBHOCTb K
CaMOCTOSATENIbHOMY

Ob6yuvatowuics

OEeMOHCTpupyeT

CNOCOBHOCTb K
CaMOCTOSITENILHOMY




HanuMumne 3HaHUIM Npu
pelleHnn 3agaHumn,
KoTopble 6binn

Hanuyne 3HaHWM Npu
peleHun 3agaHun,
KoTopble 6binn

NPUMEHEHMIO
3HaHWM Npun
peleHun 3agaHun,

NPUMEHEHMIO 3HAHWI B
BblbOpe cnocoba
peLUeHNs1 HEU3BECTHbIX

npencTaBneHbl npeacTaBneHsbl aHanorm4HbIX TeMm, W HeCTaHOAPTHbIX
npenogasatenemM npenogasartenemM KOTOpble NpeacTaBnss 3agaHvi u npu
BMecTe ¢ 0b6pasLom BMecCTe C npenogasarenb, KOHCYNbTaTMBHON
UX peLueHust. 0o6pasL oM ux peLleHust. 1 npu ero NoAAEpXKKe B YacTu
KOHCYNbTaTMBHON MEeXONCUMUMIMHAPHbIX
noagepke B 4actu CBSI3EMN.
COBPEMEHHbIX Npobnem.
YmeTb OrcytctBHE Y Obyuvatowuiicsa Obyuvatowuincsa Obyuvatowuiicsa
oby4atoLlerocs AeMOHCTpupyeT NpoAeMOHCTpUpyeT AeMOoHCTpupyeT
CaMOCTOSATENbHOCTU B | CaMOCTOATENbHOCTbL B camocCTosATENbHOoe CaMOCTOSITENbHOE
NPUMEHEHUN YMEHUW MO |  NPUMEHEHUN YMEHUI NPUMEHeHne yMeHun NPUMEHeHe YMeHUi
NCMNOMb30BaHWIo peLleHns y4ebHbIX peLleHns 3agaHum, peLleHns HEM3BECTHbIX
METOAOB OCBOEHNS 3aJaHunii B MOJSTHOM aHanorm4HbIX TeMm, WM HECTaHOAPTHbIX
y4yebHOM gUCUUNnHLI. COOTBETCTBMM C KOTOpble NpeacTaBnsn 3agaHvi u npu
ob6pasuom, npenogasarenb, KOHCYNbTaTMBHON
OaHHbIM 1 npu ero noaaepxke
npenogasaTenem. KOHCYNbTaTMBHON npenogasaTtens B YacTu
noaaepke B 4actu MeXANCUMMIMHAPHbIX
COBPEMEHHbIX Npobnem. CBSI3EN.
Brnagetb HecnocobHocTb O6yuvatowuicsa O6yuvatowuincsa Ob6yuatowuicsa
CaMOCTOATENbHO AeMOHCTpupyeT AeMOHCTpupyeT AeMOoHCTpupyeT
NposIBUTb HaBbIK CaMOCTOSTENbHOCTDL B camocCTosATENbHOoe CaMOCTOSITENbHOE

peLLeHNs NOCTaBMeHHON

npuMeHeHnn HaBblka no

npumMmeHeHne HaBblka

npumMmeHeHne HaBblka

3agayv no 3agaHnsaM, peLueHns 3agaHumn, peLleHns HeM3BECTHbIX

CcTaHgapTHOMy obpa3suy | pelueHne KoTopbix 6bino aHanorn4HbIX Tem, W1 HeCTaHO4aPTHbIX

NMOBTOPHO. nokasaHo KOTOpble NpeacTaBnsn 3adaHui v npu
npenogasaTtenem npenogasarens, KOHCYNbTaTUBHOM
W npu ero nopaepxke

KOHCYNbTaTUBHOW npenogasaTtens B Y4acTu

nopaepKke B 4acTu MEXANCLUMUMITUHAPHBIX

COBPEMEHHbIX NPObnem. CBHA3€EN




2. NMepeyeHbL BONPOCOB U 3aAay K 3K3aMeHaM, 3a4eTaM, KYpCOBOMY NPOEKTUPOBaHUIO, NabopaToOpHbIM
3aHaTUAM. Obpa3sel 3K3aMeHaLMOHHOro bunera.

MprMepHbIN NepeyeHb BOMPOCOB K 9K3aMeHY.
KomneteHumsa OlMK-10:

MoHaTua «MHpopmaLmoHHaa 6e3onacHOCTby U «3awuTa nHpopmMaumm». OCHOBHbIE COCTaBNALLME
MHOPMaLMOHHON 6e30nacHOCTHU.

O6bekTbl 3aWwmnThl. KaTteropum n HocuTenu nHdopmaummn.

Cpepnctsa 3awuThl MHGPOPMaLMK.

KpunTtorpadms. OCHOBHbIE TEPMUHBI 1 ONPEAENEHUS.

Knaccundumkaums kpuntorpamyeckmx CUCTEM.

LWLndpbl 3ameHbl. Knaccndumkaumsa n oCHOBHble MeTOAbI LUMGPOBaHMS.

LLndpbl nepectaHoBku. Knaccmudurkaums 1 OCHOBHblE METOAbI LUMGPOBAHMS.

LWndppbl rammmnposaHusa. Knaccmgpukaums n OCHOBHbIE METOAbI LUNPOBAHUS.

LLindpel rammupoBaHus. Cnocobbl reHepaumm rammel. 'eHepaTopbl raMm.

. Cxema pexuma wmndpposaHus DES-ECB.

. Cxema pexuma wmncpposaHuns DES-CBC.

. Cxema pexuma wndposaHus DES-CPB n DES-OFB.

. TporiHon DES. Cdpepbl npumeHeHus pasnuyHbix pexnmos DES.

. FTOCT 28147-89. Cxema pexuma LunpoBaHnst NPOCTON 3aMeHbI.

. AES. KpaTkasi xapakTepucTuka OCHOBHbIX 3TanoB 3awmndpoBaHus/paclundpoBaHus.
. TOCT 34.12-2015. Cxema wundpoBaHusi 6r104HOro wndgpa "KysHeunk".

. WndpoBaHme ¢ oTKpbITLIM KIMto4OM. OCHOBHbIE MOHSATUS.

. Anroputm wndpoaHms RSA.

. Anroputm windpoaHua Onb-Famans.

. AnropuTm wmndpoBaHMs Ha OCHOBe 3adadn 06 yknagke paHua.

. dnnuntnyeckue kpmeble. OCHOBHbIE NOHATUSA. CNOXEHNE N YMHOXEHME TOYKMU.
. AnropuTtm wWndpoBaHMs Ha OCHOBE ANITUNTUYECKNX KPUBBIX.

. Xaw-cpyHkumn. OCHOBHbIE MOHATUS U PA3HOBMAHOCTMW.

. Xaw-dyHkuua. MD5.

. Kpnntorpadwmyeckme npotokosnbl. OCHOBHbIE MOHATMS.

. MpoTokonbl 06mMeHa knrovamm.

. MpoTokonskl ayTeHTUdUKaLUN. PasHOBMOHOCTU 1 KpaTKas XapakTepucTuka.

. MaponbHas ngeHtTndukauns/ayteHTudunkaums.

. MpoTokon ngexHTudmkaumm/ayteHTUMKaLMmM Ha OCHOBE LUMEPOBAHNS C OTKPLITLIM KITHO4OM.
. Cepsep ayTeHTUukauyumn Kerberos.

. UpeHTndukaums/ayteHTndukaymsa ¢ noMoLLbio GMoOMeTPUYECKNX AaHHbIX.

. UpeHTndukaumoHHble kapThl (ID-cards) 1 aneKkTpoHHbIE KIHoYK.

. OnekTpoHHaa undposas nognuck. O6LWMe cBeaeHns n pasHosugHocTm SLMM.
. AUIM Ha 6ase anroputma RSA.

. AnropuTtm undposon nognucu NOCT 34.10-94.

. AnropuTtm uncposon nognucu FOCT 34.10-2001.

. [poToKonbl KOHTPONSA LLENOCTHOCTU. Pa3HOBUMOHOCTM U KpaTkas XxapakTepucTuka.
. [poTokonbl KOHTPONSA LLENOCTHOCTU. BUTbI YHETHOCTU, KOHTPOMbHbIE LNMPLI U YMicna.
. MpoTokonbl KOHTponA uenoctHocTh. Mcnonb3osaHne 3LIMN n MAC-koaos.

. NpoTokonbl KOHTpons uenoctHocTn. Kogbl Xammunra n ECC.

. ONeKTPOHHble NnaTtexu. PasHOBUAHOCTU 1 KpaTKas XapakTepucTuka.

. Undpoeble aeHbrn Ha 6a3se "cnenon” L.

. BuTtkoiH. briok4yerH, ceTb 1 y3nbl.

. butkounH. Agpec.

. buTkonH. TpaH3akuus.

. buTkonH. Bnok.

. ButkonH. [lepeBo Mepkna, ManHWHI 1 BETBREHNUs GrioKYenHa.

. Knaccuueckoe («BbymaxkHoe») ronocoBaHus.

. ONEeKTPOHHOE ronocoBaHne. Pa3sHOBMAHOCTM 1 KpaTkas xapakTepuctuka.

. Poccuiicknin onbIT 3neKTpOHHOMo rofiocoBaHus.

. MpoTokonbl pa3breHust n pasgeneHnst cekpeTa.

. TaHble MHOrOCTOPOHHMWE BbIYUCTIEHUS.

. CnoxHocTb anropuTMoB.

. NpocTble yncna.

. PasnoxeHwne yncna Ha NpocTblie COMHOXUTENMW.

. HaxoxxpgeHune HayanbHOro cnmcka npocTbIX YMcern.

. TecTupoBaHue ymcna Ha npocToTy.

. OnpepeneHue HanbonbLiero odLero genurens.

. OcHOBHbIEe CBeAEHMSA O KpUMTOaHanmnse 1 atakm Ha KpUnTOCUCTEMBI.

. Knaccuyeckaga cteraHorpagus.

. KomnbtoTepHas creraHorpadus.



62. O6Lme cBegeHUs 0 KOOMPOBaAHWMN.

63. O6LLenoCTynHbIE KOAOBLIE CUCTEMBI.

64. lNpeacTtasneHne ymicen B 4BOMYHOM BUAE.
65. CeKpeTHble KOLOBbIE CUCTEMBI.

[MpumepHbIe NpakTU4eckue 3agaym (3agaHvs) U cuTyauum

KomneTteHuus OlK-10:

3awmndpoaTb ¢ noMoLbto Wndpa Llesapsa crnoBo «b6e3onacHOCTbY.

3awmndpoBaTh C NOMOLLBI NONMOMaHCKOro kBagpaTa pasy «3awmTa gaHHbIXY.
3awmndpoBaTh C NOMOLLbIO cucTeEMbl BuxkeHepa crnoBo «3awuTa.

3awmndpoBaTh ¢ NOMOLLbIO Wndpa 6NoYHON NEPECTaHOBKN COBO «MPOU3BOACTBOY.
3awmdpoBaTb C NOMOLLbLIO LWMdPa NOBOPOTHOM peLleTkn dhpasy «CEKPETHOE NMUCbMOY.

ahrwNE

O6pasel, 5k3aMeHaLMOoHHOro bunerta

[lanbHeBOCTOYHbIN rOCYAapCTBEHHbIN YHUBEPCUTET NyTEW COOBLLEHNS

Kadeapa Sk3amMeHauMoHHbIN GuneTt Ne «YTBEpPXKOAO»
(k202) IHdpopmaumOHHbIe no AUCLMNITMHE 3aB. kacdegpon
TEXHOIOrMU N CUCTEMBI METO[bl M CPE[CTBA KPUMTOMPA®UYECKOW | Monoe M.A., kaHA. TEXH. Hayk,
7 cemecTp SAWUNTbI MTHOOPMALIMA OOUEHT
y4ebHbIN rof Ans HanpaBreHus NoaroToBKM / cneLmansHOCTH «__ » 20 T
10.05.03 MHOOPMALIMOHHAA BE3OMNACHOCTb
ABTOMATU3NPOBAHHBLIX CUCTEM

1. MoHATMA «nHPOopMaLmMoHHas 6e30nNacHOCTbY U «3alwmTa nHdopmaummny. OCHOBHbIE COCTaBnsALLMe
nHcpopmaumoHHon 6esonacHocTu. (ONK-10)

2. Wndppbl rammnpoBanus. Knaccudukaumsa n ocHoBHble MeTogpl WwndposaHus. (OlMK-10)

3. 3awudpporatb ¢ nomoLbko Wwudpa Liesaps cnoeo «6esonacHocTby. (OMMK-10)

MpumeyaHue. B kaxaom ak3ameHaLMOHHOM BuneTe A0MKHbLI MPUCYTCTBOBATL BOMNPOCHI, CNOCOGCTBYIOLLIMX
dopmupoBaHuio y 06y4YatoLLIerocst Bcex KOMMNeTeHLMIM Mo AaHHON AUCLUMIMHE.

Kypcoas pabota (Ol1K-10)

Temamuka u codepxaHue Kypcosoul pabomel.

PaspaboTtaTtb nporpammy, peanusyoLLyto npoLeaypbl lWngpoBaHus 1 pacumdgpoBaHusa no ctaHgapty DES (Data
Encryption Standard). B nporpamme npegycMoTpeTb BO3MOXHOCTb LUMGpOBaHUSA/paclLuMpoBaHus B pexmmax:
aneKkTpoHHas kogoBas kHura ECB, cuenneHve 6nokos wudpa CBC, TponHon DES (EEE3, EDE3, EEE2 n EDE2).
Mporpamma formkHa BbiAaBaTh NMPOMEXYTOYHbIE pe3ynbTaThl WndpoBaHUs/paclingpoBaHus.

lMpumepHoe codepxxaHue NOsICHUMEbHOU 3arnucKu.

OrnaBneHue

3apaHne.

BeeneHune.

1. KpaTkue cBegeHns o ctaHgapTe wndposaHns DES.

2. Pexxum DES-ECB.

2.1. Obwasa cxema WNPOBaHUSI.

2.2. VicxogHbIn TEKCT npouenypsbl W1dpoBaHUS.

2.3. Npumep wndpoBaHns u pacumdpoBaHns (McxogHoe coobLLeHme, KoY, KMoYeBble aieMeHThl ki, Ha4YanbHas
nepectaHoBka, nonybnokuHin Li, f(ki, Li), Hi f(ki, Li), koHe4yHas nepecTtaHoBKa).

3. Pexxum DES-CBC.

3.1. Obwas cxema WNpoBaHUS.

3.2. VcxogHbln TeKCT npouenypsbl WdpoBaHUS.

3.3. Mpumep wndposaHns n paclmgpoBaHns (MCxogHoe coobLeHre, KoY, CUHXPOMOChINKa, OMOK1 MCXOAHOTO TEeKCTa
N 3aIMPPOBAHHOIO COOBLLIEHMS).

4. Pexxnm TponHon DES.

4.1. Obwme cxeMbl WndpoBaHus.

4.2. VicxoaHble TeKCThl Npouenyp wngposaHus.

4.3. Mpumep wndpoBaHus n pacwmgpoBaHus (MCxogHoe coobLueHue, KoY, pesynbTaTthl WngpoBaHus nocre
NPUMEHEHUS KaXaoro Kroya).

5. PykoBoacTBO nornb3oBaTerns nporpaMmei.

Cnucok nutepaTypsbl.

Bonipocsi k 3awjume Kypcoegou pabomei

1. Kpuntorpadus. OCHOBHblE TEPMUHbI U ONpeaeneHus.
2. Knaccudmkaumsa kpyntorpauyecknx cMcTem.

3. Cxema pexuma wndgposaHms DES-ECB.




4. Cxema pexumma wundposaHusa DES-CBC.

5. Cxema pexuma wndposarHmnst DES-CPB n DES-OFB.
6. TporHon DES.

7. Cchepbl NpUMeEHEHMs pas3nuyHbix pexxumos DES.

3. TectoBble 3agaHus. OueHka no pesynbTaTtaM TECTUPOBaHUS.
MpumepHble 3aaaHns TecTa

3apanwue 1 (OlK-10)

BrnvwunTe noHATME Ans NpUBELEHHOrO onpeaeneHus:

- CBOWCTBO MHhopMaLmMM BbITb N3BECTHON 1 AOCTYMHOW, TOMbKO NpOLIEALIMM NPOBEPKY
(aBTOpU3aUMIO) cybbekTam cucTemMbl (NONb3oBaTeNsiM, MporpammMam, npoueccam).

3apganue 2 (OlK-10)

lMpocTaBbTe NpaBuUIbHYH NOCNEA0BATENBHOCTL ONepaLuii Npu reHepaummn knoya B anroputme RSA:
BblUYMCNEHNE NPOM3BEAEHNS ABYX NPOCThIX YnCen

HaxoXaeHue 3HavyeHns PyHKLMn dnnepa

BbIOOP OTKPBLITOro Kntoya

BbIBOP ABYX NPOCTLIX YnNCEN

BbIYMCIIEHNE 3aKPbITOrO KIitoya

3apanwue 3 (OlK-10)
MpuBeauTe cooTBETCTBUE MEXAY LUMPOM U TUMNOM LUMPO3aMEH:

wndpp Llesaps yucna
MonnbnaHckuin kBagpat KECThbl
TIOPEMHbIN WNpP PUCYHKM
wndp TeHu OyKBbI
3BYKU

3apanue 5 (OlK-10)
Bbibepute npaBunbHbIN BapuaHT oTBeTa.
LLndpbl, 3aBe4OMO HENOAAAKOLWMNECS BCKPLITUIO (NPW NPaBUIIbHOM UCMOMb30BaHUK) (OQUH):

1. wpeanbHble;

2. COBepLUEHHbIE;
3. HEeBCKpbIBaeMble;
4. GesynpeyHble.

MonHbIN KOMNIIEKT TECTOBLIX 3a4aHnin B KoprnopaTuBHoM TecToBor obonoyke ACT pasmelleH Ha cepBepe YUT OBIYTIC,
a Takke Ha canTe YHuBepcuteTa B pasgene CO OBIYTC (o6pa3oBaTtenbHas cpeaa B NMMYHOM KabuHeTe
npenogasarens).

CooTBeTcTBME MEXOY BanbHOM CUCTEMON U CUCTEMOM OLEHMBAaHMSA MO pe3yrbTataM TECTUPOBAHMSA yCTaHaBNMBaeTCH
nocpeacTBOM crnegyowen Tabnuubi:

YpoBeHb
Ob6bekT MokasaTenu oueHBaHWA
OueHka pes3ynbLTaToB
OLIEHKM pe3ynbTaTtoB 06ydeHus
0byyeHus
60 6annoB n meHee «HeygoBneTBoOpuUTENBHO» HW3Kkni ypoBeHb
- 74 — 61 6annos «YOOBMNETBOPUTENBHO» [MToporoBbI YpOBEHb
O6yuvatowuincs =2
84 — 75 6annos «XOpOLLO» [MOBbILLIEHHbIV YPOBEHb
100 — 85 6annos «OTANYHO» Bbicokui ypoBeHb

4. OueHka oTBeTa oGyualollerocsi Ha Bonpochkl, 3agayvy (3agaHue) aK3aMeHaUMOHHoro GuneTa.

OueHka oTBeTa oby4varoLerocsi Ha BONpockl, 3agavy (3agaHne) ak3ameHaLUMoHHoro bunera.

CogepxaHue LKarnbl OLeHMBaHUS
OnemeHTbl oUeHMBaHNA | HeygoBneTBopuTtensHo | YO0OBNETBOPUTENBHO Xopoulo OTnnYHoO
He 3auyteHo 3a4yTeHo 3a4TeHo 3a4TeHo

CooTBeTCTBME OTBETOB MNonHoe HecooTBeTCTBUE |3HaUMTENbHbIE Hes3HnaunTtenbHble [[MonHoe
dhopMynmpoBkam no BCeEM BoMnpocam NOrpeLlIHOCTH MOrpeLuHoCcTH COOTBETCTBUE
BOMPOCOB (3a4aHuni)
CTtpykTypa, [NonHoe HecooTBeTCTBME |3HAUUTENBHOE HesHauutenbHoe |[CooTBeTcTBUE
nocnenoBaTesflbHOCTb U [KpuTepuio. HecooTBeTCTBUE HEecooTBEeTCTBME KpuUTepuio npu
noruka oteeTa. YMeHue KpUTEPUIO KpUTEPUIO OTBETE Ha Bce
YeTKO, MOHATHO, FPaMOTHO BOMPOCHI.




1 cBOoOOOHO M3naratb
CBOW MbICIN

BOMPOChI

JOMOMHUTENbHbIe
BOMPOCHI
npenofasaTernsi.

HeBepHbIN OTBET Ha

MonHoe He3HaHne UmetoT mecTo NmetoT mecTo MonHoe
HOpPMaTUBHOW U CyLLIECTBEHHbIE HecyLLleCTBEHHbIE  [cooTBeTCTBME
npaBoBow 6a3bl 1 ynyLieHus (He3HaHue |ynyweHusa w OaHHOMY KpUTepuIo
3HaHne HopMaTMBHbIX, cneumanbHOM GonbLue 4yacTu n3 He3HaHve OTBETOB Ha BCce
NpPaBOBbIX AOKYMEHTOB 1  |nuTepaTypbl OOKYMEHTOB U oTAenbHbIX BOMPOCHI.
cneumanbHOW NuTepaTypbl crneunanbHou (eanHWMYHbIX) paboT
nuTepartypbl Mo n3 yucna
Ha3BaHuo, obsasatensHon
cogepXaHuio U T.4.).  |nutepaTypbl.
YMeHune cBsizaTb TeOpUIo|YMeHMNe cBa3aTb YMeHune cBasaTb MonHoe
C npakTukon paboTbl HE [BONPOCHI TEOPUM U BOMPOCHI TEOPUN U [COOTBETCTBUE
nposiBNAeTCA. NPaKTUKN NPOSBNAETCH |NPaKTUKN B aHHOMY KpUTEpUIO.
YMeHve yBA3biBaTb P P P P a y kputep
o penko OCHOBHOM CnocobHocTb
TEOPUIO C NPAKTUKOW,
nposiBNsieTcs. WHTEerpmMpoBaTtb
B TOM Yucne B obnactu
9 3HaHWA U
npodeccuoHanbLHon
npvenekatb
paboThl
cBefeHus 13
PasnnYHbIX HAaYy4YHbIX
coep
Ha Bce OtBeTbl Ha 6onblyo  |1. aHbl HenonHble |[aHbl BEpHble
OOMONHUTENbHbIE yacTb OTBEThI Ha OTBETHI Ha BCe
BOMNPOCHI OOMNOJSTHUTENBHbIX OOMONHUTENbHbIE  |AONONHUTENbHbIE
npenogaBaTtens AaHbl  |BONpPOCOB BOMPOCHI BOMPOCHI
KauecTtBO OTBETOB Ha
HEBEpPHbIE OTBETHI. npenogasaTens AaHbl [npenogasaTens. npenogaBaTens.
OONOMNHUTENbHbIE
HEeBepHO. 2. aH oavH

I'Ipmmeanme: nToroeas oueHka (*)OpMVIpyeTCFI KaK cpegHAaA apVId)MeTI/I‘-IeCKaﬂ pe3ynbTaTtoB 3JIEMEHTOB OLEHNBAHUA.

OueHka oTBeTa 06y4atoLEerocsi Npy 3alluTe KypcoBoro paboTbl/KypcoBOro NpoekTa

OnemeHTbl CogepxaHue LwKarnbl OLeHUBaHWS

oueHuBaHuA HeynosneTtsoputensHo|YgosnetsoputensHo [ Xopotuo OTnnyHo
CootBeTcTBUE MonHoe 3HauuTenbHble He3HaunTenbHble MonHoe cooTBeTCTBUE
copepxanusa KP/KI  |HecooTBeTCcTBME NorpeLLIHoCcTn NOrpeLLuHoCcTn

mMeToauke pacyeTa
(nccnepoBaHus)

cogepxanus KP/KT1
nocTaBneHHbIM Lensm
UK UX OTCYTCTBUE

KauectBo 0630pa

PaboTa B

B 3HaunTtenbHon

B psage cnyyae

MonHoe cooTBeTCTBUE

niutepatypbl 3Ha4YMUTENbHOW CTeNeHu |cTeneHmn B paboTte OTCYTCTBYIOT CCbIIKM  |[KpUTEpPUIO
He aBnsaeTcH MCMNONb30BaHbl Ha UCTOYHUK
CaMOCTOATENbHOWN BbIBOAbI, BbIAEPXKKN N3 |MHpOpMaLUm
Apyrux aBTopoB 6e3
CCbINOK Ha HUX
Mcnonb3oBaHue CoBpeMeHHble CoBpeMeHHble MmetoT mecTto NonHoe cooTBeTCTBUE
COBPEMEHHbIX MHOPMAaLIMOHHbIE MHOPMAaLIMOHHbIE HebonbLIne KpuUteputo
WHPOPMALMOHHBIX  |TEXHOSOINM, TEXHONOInM, NorpeLIHoCcT B
TEXHOMNormm BblYUCNUTENBbHANA BblYMCIUTENBbHAA MCMNONb30BaHUN
TEXHUKa He ObInn TEXHUKA UCMNOSb30BaHbl|COBPEMEHHbIX
MCMOMb30BaHbl cnabo. JonyweHbl WHPOPMAaLIMOHHBIX
cepbesHble OWNOKN B |TEXHONOIUN,
pacyeTtax BblYMCINUTESNTBHON
TEXHUKN
KauyecTtBO He packpbiBatoT cMmbicri|He nonHocTbo He nonHocTbio MonHocTblo
rpadpnyeckoro paboTbl, HEGPEXKHO pacKkpblBalOT CMbICH, pacKpblBalOT CMbICH, packpbIBalOT CMbICI U

matepuana B KP/KT1

odopmIieHo, ¢
oonbwmMmn
OTKINOHEHNUAMM OT
TpeboBanun OCT,
ECKO v gp.

€CTb CYLLEeCTBEHHbIE
MOrpeLLHOCT B
odopMneHnmn

€CTb NOrpeLLIHOCTb B
odopMneHnmn

otBevatoT OCT, ECK[
n ap.




pamoTHOCTb

MHOro CTMnncTMYecKnx

EcTb oTaenbHble

EcTb oTaenbHble

Tekct KP/KIM yntaeTcs

N3MNOXEHNsI TEKCTA | rpaMMaTUYeCKnX rpaMmaTtumyeckue u rpaMmmartmyeckue nerko, ownobKkn
KP/KT1 ownbok CTUINCTNYECKUNE omnbkm OTCYTCTBYIOT
OLLMBKHM

CooTtBeTcTBME MonHoe He TpeboBaHus, [onyuieHsbl KP/KI1 cooTBeTCcTBYET
TpeboBaHuAM, BbINOSIHEHNE npegbsBnsieMble K He3Ha4MTenbHbIe BCEM NpeabsBNEHHbIM
npeabaBnaembiM Kk |TpeboBaHu, ochopmneHuto KP/KI,  |norpeluHocTu B TpeboBaHMAM
odopmnenuto KP/KI [mpeabaBnsemMbix K HapyLleHbl ochopmneHun KP/KT1

odopMIeHnto

KauecTtBo goknaga

B poknapge He
packpbiTa Tema KP/KIT,
HapyLleH pernameHT

He cobntoaeH
pernameHT,
HeJoCTaToO4YHO
packpbiTa Tema KP/KT1

EcTb ownbku B
pernameHTte u
MCNonb30BaHMM
yepTexen

CobntogeHne BpeMeHH,
nofHoe packpbiThe
Tembl KP/KI

KayecTBO OTBETOB Ha
BOMpPOCHI

He moxeT oTBeTUTb Ha
JOMNONHUTENbHbIE
BOMPOCHI

3HaH1e OCHOBHOro
MaTepuana

Bbicokas apyauuus,
HeT CYLLEeCTBEHHbIX
owmnbok

OTBEThI TOYHbIE,
BbICOKWI YPOBEHb
apyamumm

MprmeyaHue: nToroeasi oLeHka popMupyeTcs

KaK cpegHAA apVI(bMeTVI‘-IECKaﬂ pe3ynbTaTtoB 3JIEMEHTOB OLlEHUBAHUA.




